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Motivation & Goal

Many of the online social networks’ (OSNs) services are based on
recommender systems

Association rules mining (ARM) is one efficient technique to generate
recommendations

Association rules capture the relations between user interests and
recommend contents accordingly (e.g., bouldering = bouldering
shoes)

User interests may contain sensitive information (e.g., political view)

Privacy-preserving ARM leading approaches in distributed
environments are cryptography-based

o High communication and computational costs
o Unsuitable for large-scale applications

Goal: Improving the efficiency of privacy-preserving ARM is
indispensable to improve the protection of user privacy
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 Sampling improves the efficiency of ARM
* Social graphs are the base of influence propagation

* More than 49% of Twitter users rely on recommendations from
influencers
A sample that contains influencers represents a large number of

influenced users

e Random walk is biased to highly connected users (influencers)

 We propose using anonymous random walk (ARW), where each
user decides locally and privately whether to be part of the
sample

 Performing multiple ARWSs prior to rules mining

 The last users in ARWSs (prime users) receive the samples

 Prime users collaboratively and privately derive the global

frequent itemsets via a privacy-preserving ARM protocol

 The resulting frequent itemsets are verified by all users using a
secure sum protocol
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Precision

Three real-world graph datasets (Flickr, Orkut, and LiveJournal)
Correlation between user density and frequent itemsets is observed

Frequent Itemsets Correctness

Analysis of the impact of different sampling rates, population sizes, and topologies

Efficiency

Number of required messages is decreased, thus efficiency improvement is realized

Privacy

Data required for ARM is reduced, thus privacy enhancement is achieved
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Where SR = 50%. Dataset is Flickr.
The correctness of frequent itemsets
improves as the population grows.

Where SR: sampling rate, Uni: uniform
sampling, ARW: multiple anonymous
random walk (our approach). Dataset
contains 10 k users from Flickr.
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Where the density of n users is density = 2*[connections[/n(n-1),
Support is the ratio of users that their items contain the frequent itemset
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Where SR = 50%, datasets contain 100 k users
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for each OSN. The correctness of frequent

itemsets is better in specialized OSNs than in
general-purpose ones.
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Where UNIFI-KC is a leading approach
with n? + 2n — 3 required messages, n is
the number of users. Comparison before
(UNIFI-KC) and after sampling.

0)

Privacy and Trust
for Mobile Users

OFG i

Telecooperation Lab



